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1. OVERVIEW
As has always been the case, humans remain the weakest link in the 
cybersecurity chain. They want to connect from more places, to more things, 
and don't want onerous security checks to slow them down. They're also fallible 
and prone to making mistakes. It still only takes one employee to fail to spot a 
spear-phishing scam or visit a malware-contaminated platform to compromise 
an entire network. At risk is data, money, reputation and significant fines as a 
result of not complying with hard-hitting regulations such as GDPR. At the same 
time, users do not like or comply with onerous security requirements that slow 
down their ability to execute necessary tasks.  

To solve this dilemma, Omnisperience advocates that companies need to evolve 
beyond traditional approaches to cybersecurity that focus on features and single 
risk areas. Instead, they need to realign offerings around a new purpose, which 
is to protect the most vulnerable target of attacks – the user. By protecting the 
user and making security intuitively and automatically part of the user’s digital 
experience, companies can move from mopping up breaches and firefighting 
cyber-attacks to proactively preventing future incidents that critically damage 
data, systems and businesses.

Omnisperience calls this approach User Isolation Protection (UIP), which involves 
securely isolating the user without compromising their capability to engage with their 
chosen platforms or systems. This new category does not invalidate current 
cybersecurity offerings, but rather makes them more effective by clarifying their goal 
and purpose. This helps companies identify where they have gaps in their current 
cybersecurity estate and informs their purchasing of new technology. 

This Green Paper is a supplement to our User Isolation Protection Green Paper, which 
explains the concept of UIP, and which is available to download from our website 
(www.omnisperience.com). The two papers are designed to be used in conjunction 
with one another. The purpose of this paper is to explore how to deliver UIP, how to 
repurpose existing systems when taking a UIP approach and how to procure new 
systems to fill in any gaps when delivering UIP. 



• result in a clear understanding of how your existing systems perform against UIP objectives
• identify any 'Air Gaps' that cybercriminals can exploit to enter into your systems or supply chain or

utilise to attack your users. These gaps should be reviewed to evaluate if the desired UIP state aligns
to the business and user priorities of your organisation.

• reveal where ‘system renovation’ is possible - resulting in a project to re-purpose existing systems
to UIP objectives.

• identify where new systems and capabilities are required.

2. REALIGNING EXISTING SYSTEMS TO A UIP APPROACH TO CYBERSECURITY
No one flips a switch and the latest product is up and running. It takes time, planning and a certain level of re-
skilling. That being said the advances in technology should be less invasive to the user and simpler to 
implement than products you have already implemented. 
Unless you are a start-up business, your operations are likely to already have many of the constituent elements 
required for UIP, although if the functions are not from vendors that specialise in this category, they will be a 
feature of a core product rather than specifically implemented to address the UIP layers. This means that you 
will need to ascertain if you can repurpose existing systems (something we call 'system renovation') for UIP. 
Section 4 of this Green Paper outlines the recommended approach to auditing your infrastructure to ascertain 
which current products and services map against the User Isolation Protection layers.  
A detailed system audit and review of current capabilities will: 

3. SELECTING NEW SYSTEMS TO DELIVER A UIP APPROACH TO
CYBERSECURITY
Once organisations have audited their existing cybersecurity estate, they will discover where there are gaps or 
weaknesses that need to be addressed in order to deliver against the principles of a UIP approach to 
cybersecurity. Having identified these gaps and weaknesses, the next step is to address them by acquiring new 
products. However, effectively acquiring new products requires organisations to adopt a new approach to 
selecting systems.

3.1 Historic approach to cybersecurity product acquirement
Historically, the process of acquiring a new cybersecurity product goes through four linear stages (see Figure 1) 
in a process that is usually triggered by an incident.  

FIGURE 1 TRADITIONAL CYBERSECURITY PRODUCT ACQUIREMENT PROCESS

Source: Omnisperience 2020
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After a cybersecurity incident, the acquirement 
process is triggered to create a resolution that solves 
or satisfies the issue that has been identified.

The first stage of the process is to identify the issue 
and confirm this via internal and external feedback. 
The next step is to appraise available products via a 
routine search, by calling in incumbent suppliers, 
issuing requests for information, or via analyst 
enquiry. After this process a firm might move to long-
listing and short-listing before selecting a vendor, or 
vendors, to trial. If the trial(s) is successful, the firm 
will move through the acquisition process to purchase 
the product and satisfy the original requirement. 
Moving through this process takes several months, as 
it was designed to fulfill enterprise systems selection 
and not to respond to a crisis or to select a security-
as-a-service solution.

Weaknesses of historic approach
Traditional approaches to cybersecurity system 
selection are usually reactive and focused on solving a 
specific problem or risk – which means some risks 
remain outside the scope of the solution.

Worse still, evolving user behaviour and onerous 
security processes may mean that users find 
workarounds or do not comply with processes, 
creating ‘Air-Gaps’ that cybercriminals can exploit.

3.2 New cybersecurity selection process
Omnisperience advocates that organisations should 
adopt a new approach to cybersecurity system 
selection – becoming more proactive, focusing on 
user-aware innovations, adjusting their 
requirements selection process to introduce a wider 
level of criteria, and progressively refining their 
approach to protecting the user (see Figure 2).

Cybersecurity has a widening attack surface, 
requiring organisations to continually reassess areas 
of risk and how they can protect these, while also 
reducing the complexity of cybersecurity products. 
Rather than addressing the issue as a one-off 
purchase where the organisation then relies on the 
vendor to identify new risks and add features over 
time, organisations should evaluate their selections 
on an iterative and  continuous process of 
improvement that cyclically reappraises their 
approach and ensures systems and products remain 
aligned to the primary purpose - protecting the user, 
their data and interactions. 

The new approach can be broken down into four stages: 

Source: Omnisperience 2020

• Stage 1: Identifying the problem -Appreciating
UIP as a primary requirement does not mean
there won't be other criteria and does not make
the approach more expensive. However, it does
ensure a more focused outcome and that the
approach ultimately taken is non-invasive on
the user – boosting both security effectiveness
and user satisfaction.

• Stage 2: Appraising the solution –
Cybersecurity needs are not static. Questions to
consider are whether the solution adds
additional cause-effect events, requiring
reappraisal of other connected systems. It’s
also important to take account of evolving user
behaviour and attitudes to maintain a high
level of user protection, and to accept the
approach will need to be progressively
strengthened. In many cases this may only
require revisiting existing settings.

• Stage 3: Selecting the system – A UIP approach
means putting the user at the core of the
approach and of the system selected. As the
complexity of cyber-attacks intensifies, the
users’ skills gap will widen - creating more
opportunities for criminals to steal money,
abuse data and interfere with business
performance. Ensuring that solutions take
advantage of the latest and most effective

FIGURE 2 NEW CYBERSECURITY SELECTION PROCESS
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• technology while also being non-intrusive from
a user perspective is key to ensuring
organisations do not create ‘Air-Gaps’ that
cybercriminals can exploit. This stage of the
requirements selection process ensures that
organisations have adjusted their attitudes and
realised that combatting cyber-attacks begins
and ends at the entry and exit points, requiring
the user to be isolated from harm and protected
in their interactions.

• Stage 4: Acquiring the solution - The ability for
an organisation to transform the way they
protect the user is critical. In the following
sections we provide advice on how to acquire
UIP solutions.

3.3 UIP categories
Cybercriminals know that data is their route to 
success because it provides the insights required to 
attack individuals and businesses in order to steal 
money, compromise other data, damage a business or 
an individual or influence the individual. 

Businesses need to help users to help themselves. 
Humans will always be fallible and the weakest link in 
the cybersecurity chain and will never have enough 
time, patience and appropriate skills to spend on 
onerous security procedures to gain access to their 
desired platforms.

This is why, to combat the growing and increasingly  
sophisticated threats that users face, businesses need 
to change the way they allow access to, as well as 
authority and execution on, users' chosen platforms.

FIGURE 3 ACCESS AND EXECUTION LAYERS OF UIP 

As shown in Figure 3, The active categories of what 
Omnisperience       terms User Isolation Protection 
(UIP), which allows seamless digital engagement 
while proactively securing the user and their data 
from cyber abuse, are Access Isolation (diverse 
multi-factor   access and authentication)      and Execute 
Isolation (secure browsing)   solutions. 

Access Isolation Layer
Using a UIP approach in the access layer enables 
organisations          to increase the user protection when 
validating devices, authentication and permissions. 
This involves moving from an approach that relies on 
traditional passwords, PINs and peripheral 
authenticators - which are not only less secure but 
are also more invasive and less user-friendly - to a 
smart decisioning approach.

Smart decisioning extends the various static methods 
of identity validation via one-time passwords (OTP) 
and PINs, minimising the reliance on the user or 
business owner to define which authentication 
methods should be applied. The approach encourages 
all methods of identity validation to be authenticated 
at the outset and allows the technology to adapt and 
rotate its validation requests based on the existing 
environment and past validation outcomes.

Aligning to terms such as multi-factor 
authentication (MFA), adaptive MFA, and 
sophisticated authentication, the purpose of smart 
decisioning is to remove the user’s complacency 
with technology-driven obscurity.

Source: Omnisperience 2020
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FIGURE 4 ACCESS, AUTHENTICATION AND PERMISSION 
MOVES TO SMART DECISIONING

FIGURE 5 EXECUTE LAYER FOCUSES ON PROTECTING 
USERS AND SECURING THEIR BEHAVIOUR

Execute Isolation Layer
Once the user has been granted the appropriate 
access, authentication and permissions, they need to 
be assured that the platform(s) they are engaging on 
are legitimate and free from malware, enabling them 
to conduct their tasks confidently and securely.

The adoption of UIP provides organisations with a 
new starting point for user, data and platform 
protection. While accepting that what has happened 
in the past cannot be changed, this new approach 
adds an extra activity that initiates a clean-up of all 
visible data that is inappropriately located.
As shown in Figure 5, Execute Layer requires isolated 
autonomy, interchange assurance, procurement 
authority and identity retrieval. Examples of sample 
vendors providing this type of technology are shown 
in    Appendix 1, a glossary of terms can be found in    
Appendix 2.

The transition to smart decisioning minimises the 
dependence on routine devices, administration input 
and secondary applications. Priority is given to 
utilising automated MFA that combines diverse 
combinations of passwords, tokens, codes, PINs, 
biometric data, unique content, behavioural 
characteristics, geolocation and device properties 
(see Figure 4). We advocate that these be used with a 
minimum of user interaction - reducing the ‘Air-
Gaps’ between intent and access that cybercriminals 
exploit. 

Eventually, we envisage that fully non-invasive AI 
controls will empower intelligent access decisioning 
to ensure that only the authorised user has access to 
platforms, data and infrastructure for approved 
uses. Examples of sample vendors providing this 
type of technology are shown in  Appendix 1, a 
glossary of terms can be found in  Appendix 2.
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Achieving UIP Success by Category
Organisations will achieve UIP success at different rates - depending on their starting points, budgets and 
priorities. Figure 6 provides a checklist for organisations to assess how far they have progressed towards UIP 
goals against each UIP category.

FIGURE 6 PROGRESS TOWARDS UIP GOALS
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FIGURE 3 ACCESS AND EXECUT

4 OMNISPERIENCE RECOMMENDATIONS
Outlined below are the two streams that 
Omnisperience recommends organisations take to 
UIP adoption, depending on which isolation layer 
they deem the highest priority and where they think 
the highest tangible returns will be achieved.

The purpose of the Access Isolation Review (see 
Figure 7) is to establish a non-intrusive environment 
that recognises users growing need for unique 
multi-factor authenticators, permitting access from 
devices of choice that provide authorised access and 
authority, mitigating all ‘air-gaps’ that encourage 
cyber-criminal influence.

The purpose of the Execute Isolation Layer review 
(see Figure 8) is to establish a secure and non-
intrusive environment that recognises users' 
growing need to continuously interchange with 
digital platforms, communication and procurement 
channels, while proactively rectifying out-of-policy 
data residency. 

Source: Omnisperience 2020

Source: Omnisperience 2020

FIGURE 7 REVIEWING ACCESS ISOLATION LAYER 
CAPABILITY

FIGURE 8 REVIEWING EXECUTE ISOLATION LAYER 
CAPABILITIES
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APPENDIX 1 EXAMPLES OF VENDORS OF UIP TECHNOLOGY

Source: Omnisperience 2020 

Note: this list is non-exhaustive and simply provides examples of vendors operating in this area. Inclusion in this list does not infer that 
Omnisperience has validated or recommends these vendors; similarly, non-inclusion does not infer that the solution is less capable or relevant. 
To be included in a future update to this list, vendors should email contact@omnisperience.com
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APPENDIX 2: GLOSSARY OF TERMINOLOGY

Behavioural - biometrics are based on how your dynamic behavioural traits interact with a device. Indicators include the amount of pressure 
applied to the screen, the angle at which the device is held and the speed of finger movement when swiping the screen, which are all specific to each 
individual user and can now be used to accurately identify the user.

Biometrics - are the measurement and statistical analysis of physical human characteristics. The technology compares these measurements and 
characteristics with previously registered data to identify a person. The most common biometric characteristics used in commercial applications 
for identification includes fingerprint, finger vein, palm vein, iris and facial recognition. 

Codes - can be a mixture of alphanumeric text strings that provide an additional level of authentication. These codes do not rely on security 
hardened devices to convey the text strings, instead utilising mobile devices to communicate the code to the user.

Device - attributes used for authentication are different for mobile versus laptops or desktops. Mobile characteristics used as contextual additions 
to authentication include SIM card-related information, configuration, protocol and IMEI data; laptop and desktop device attributes are obtained 
from active directory or NAC systems. Device attributes allow organisations to control specific device activities.

Geolocation - delivers precise location data through GPS or less precisely using network triangulation. This geolocation information can be used 
to authenticate clients seamlessly or to complement other smart decisioning authenticators.

Identity retrieval - sees organisations changing their approach to how they identify, retrieve or delete all inappropriately-stored personal data. 
This requires moving to real-time scanning for inappropriately stored digital ID data, with automated removal across both visible and dark 
locations. Identity retrieval eliminates the wait time for data breach exposure or out-of-policy data visibility, increasing the capability to mitigate 
abuse of users’ digital identities.

Interchange assurance - this is where the user's engagement with communication channels such as e-mail, SMS, voice calls and apps is secure, and 
they are assured of the authentic exchange of messaging and relevant content. This could involve encrypting all content – irrespective of the access 
device – combined with real-time authentication of the sender and risk mitigation for attachments. Interchange assurance removes reliance on the 
user to identify authentic messages, while protecting the user from cloned users and malware.

Isolated autonomy - involves moving away from a situation where users link directly to websites and cannot be assured of continuous website 
shielding, screening and validation. Organisations achieve isolated autonomy by either fully segregating the user from active websites or employing 
anti-bot protection to mitigate known and future infections, removing the reliance on the user to identify legitimate websites by immediately 
removing access to compromised sites.

Password - is a secret word or phrase that must be used to gain admission to a place. Passwords need to be continually changed across all 
applications, but users do not have a consistent ability to remember them.

PINs - (personal identification numbers) are a secret range of alphanumeric characters that are either used to gain entry to a device or as a second 
level of authentication for applications. 

Procurement authority - ensures that the risks and fraud occurrences that exist when users purchase items via webforms and from app stores are 
eliminated. It confirms that the user has (secure) authority for all their purchases, which is achieved by combining individual diverse multi-factor 
authentication based on attributes such as role, propensity to buy, device, location and pre-approved credit. When procurement authority is 
achieved, purchases will only be authorised once payee credentials are validated. Rotational methods of authentication are utilised to eliminate the 
risk from criminal scammers and bogus payment groups.

Token - authentication requires users to obtain a computer-generated code (known as a token) from a key fob or authenticator application before 
access to the network is granted. Tokens are rarely used as the primary access method; they are typically used as part of multi-factor authentication.

Unique - attributes allow you to enforce levels of uniqueness across your organisation. These could be identifiers such as employee ID, payroll ID, 
office location, department ID, and so on. Similar to biometric and behavioural attributes, these reduce dependency on the traditional password or 
PIN verification methods. 
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ADDITIONAL OMNISPERIENCE GREEN PAPERS
Omnisperience Green Papers are preliminary reports intended to provoke thinking and further discussion.    . They 
are often the precursor to an in-depth paper on this topic. Those wishing to provide feedback to this paper, or 
who wish to sponsor further research in this area, are welcome to contact us directly. You are free to circulate the 
paper to your peers and customers. You may also re-use content from it, provided you attribute to source 
(Omnisperience 2020). For more information on this topic, check out our blog at www.omnisperience.com.  
Please send any comments or enquiries to Chief Analyst Teresa Cottam at contact@omnisperience.com

USER ISOLATION PROTECTION - INTRODUCING A NEW CYBERSECURITY CATEGORY

This Green Paper introduces a new security category, which we term User Isolation Protection (UIP) and which 
targets the primary point of failure – the user. We argue that by refocusing on the user, organisations can shift 
from mopping up breaches and firefighting to proactively preventing future incidents that critically damage 
data, systems and businesses. To do this they need to securely isolate the user, without compromising the user’s 
capability to engage.

NANOBUSINESS
The business market has traditionally been divided into different sizes – most frequently according to the 
number of employees a business has. The standard definition of large enterprise and SMEs has been extended to 
incorporate microbusinesses of less than 10 people. However, the market continues to evolve and the internet 
has provided platforms that support the rise of new types of work and new types of commerce. In particular, the 
rise of the gig economy, the sharing economy, social commerce and the influencer economy mean that an 
increasing number of people now have part-time jobs, side gigs or semi-professional hobbies. This is creating a 
hidden opportunity to serve what Omnisperience is calling the nanobusiness sector. Nanobusinesses frequently 
have hidden ‘business’ needs that are not met by consumer accounts. The question your business needs to 
consider is: are you ready for the rise and rise of the nanobusiness?

MARKET SEGMENTATION
The telecoms market traditionally divides its offerings into two main sectors: business (B2B) and consumer 
(B2C). However, the boundary between these traditional lines of business is blurring, making it harder for 
service providers to maximise their future opportunities. At the same time, new peer-to-peer (C2C) and supply 
chain models (B2B2C) are further complicating the picture.

This paper looks at how the market is currently structured, as well as proposing alternative ways to think about 
market segmentation and customer offerings. We argue that the real difference in the digital world is how 
customers are supported (customer service) rather than the types of services they are buying.
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Why Omnisperience? 
We are a leading independent analyst and advisory firm, focused on B2B Telecoms Service Providers, their 
vendors and business customers. Our purpose is to help B2B service providers become more profitable by 
understanding and meeting the evolving needs of their customers.

The depth and breadth of knowledge and commercial astuteness of our experts uniquely positions 
Omnisperience as a vital resource to fuel growth. We support our clients’ needs through our insightful research, 
distinctive analysis and proven consultancy services. 

B2B Telecoms Service Providers
Omnisperience increases commercial agility by highlighting immediate and mid-term customer needs as they relate to 
purchasing trends and drivers, and by arming sales and marketing with the assets they need to convey true customer 
value   

Vendors
Omnisperience enables vendors to lead their market and increase their revenues by offering a stronger differentiated 
value proposition to service providers and customers through informed  technology adoption. 

Business customers
Omnisperience enables service providers to develop a robust market profile that allows them to identify their market 
opportunities, target segmentations and customer profiles to drive successful product adoption. This is further boosted 
through the identification of viable adjacent and emerging opportunities across B2B2X profiles.

Our team of highly experienced analysts are totally committed to delivering fresh thinking in ways that make it 
easy for you and your target audience to understand and consume. Our forthright and qualified insights drive 
success by sharpening your commercial edge. 

Omnisperience Ltd 
71-75 Shelton Street 
Covent Garden 
London 
WC2H 9JQ
Contact@Omnisperience.com 
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